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Subject: Migration from Windows OS to l{ardened Linux in Internet-t'acing devices

I'{.i:f: This Of}lce CircuiarNo. cven dated 10.08.2021

l-)rt'er"rce Cyhcr lnlbrrxation R.es*arch Agency has issued guidelines regarding lhc n*ed tc

sircngliien cyber-security dr"re to suilden increase in security breach ir,cidents and prr:"',idi::g

rmerfency response to cyber-threats.

2, CIRA has observed that these threats/incidents of data-leaks and malware compr*mi.ses

are due to conlinued use o{'Windows-based environments in systems.

3 In view oi' ahove. Compel*nt Authority has directed to take appropriate steps &rr

irrsinliatir:n of the following soflware in all internet-facing devices immediateiy.

a) Use any hardened Linux Operating System (OS)

b) Use specificaliy hardened Linux OS 'MAYA' that appears like Windorvs 10,

c) l)eployrni,nt of the 'CHAKR4,VYUH' soltrtion as an integrated fiamework ior

automated audit respr:n"qe r: {' Network endpoints.

4. All PCsDAiC.sDA are requcsrcci to ensure the adherence of security measures explained

in Pala 3 ahove in tlreir ofllces and sub r:fllces under their administrative control"

-{, A Cor":rpliance report r*garcling above may be forwarded to HQrs Office positivel,v via

r: - m a i I Uttjiy$-ydslhi**nj"q,fu1. P lea se acc o rci' Top P ri ority' .
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