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SGIKSICIRENECA R —
Controller of Defence Accounts(Army) ‘f'

oA SR IRIR, 3T1JY 421, 7R3 BIe1- 250001

Belvedere Complex, Ayudh Path, Meerut Cantt-250001

Through Email/Website

No. IT&S/III/Cyber Security/2023 Date: 05/07/2023

To
All sub-offices under the aegis of CDA (Army) Meerut

Sub: Measures to enhance Cyber Security and maintain Cyber Hygiene - reg.
Ref: HQrs Office D.O. No. Mech/IT&S/810/Cyber Security dated 19.06.2023

With an increasing number of users, devices and programs in the modern enterprise,
combined with the increased deluge of data -- much of which is sensitive or confidential -- the
importance of cybersecurity continues to grow. Through the aforementioned letter, HQrs
Office has enunciated a few measures to avert security breaches and maintain cyber hygiene
across all DAD offices:-

i. Maintenance of an automated inventory of all PCs and office devices with their
respective MAC IDs.

ii. Allocation of Static IPs and MAC binding of devices.

iii. Migration of all internet connected PCs to hardened Linux-based MAYA' Operating
System.

iv. Use of only genuine and licensed software in PCs.

v. Conduct of workshops/training/webinars to enhance cyber awareness among officers
and staff.

Additionally, Annexure-'A’" lists all cyber security related advisories issued by HQrs Office
that have been published on CDA (Army) Meerut website. It is advised that all officers and

staff are sensitized towards better cyber practices by following the issued advisories.

A compliance report in regard to the realization of the above listed measures may be

forwarded to this office via email on cdaarmymeerut.dad@nic.in latest by ..12 July, 2023
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for further forwarding to HQrs Office.

Encl: As stated above.

MUKESH KUMAR, GO(Group-2)-MUKESHK, O/o Group Officer(Group-2)
Assistant Controller Of Defence Accounts



ANNEXURE - A

S.No. | Advisory regarding Date of issue ( By ]

1. Compliance to communication security advisory | 09/02/2022 N
for govt. officials :

2. Cyber Jagrookta Diwas 24/05/2022

3. Migration from Windows to Linux 07/06/2022

4, Deployment of secure https & SSL certificates | 25/07/2022
in all DAD websites & applications

5: Cyber Security Alert: WhatsApp squatting | 24/08/2022
Campaign

6. Advisory regarding prevention of data breach 06/12/2022

7. Phishing Malware attachment 07/03/2023 =

8. Responding to Ransomware attacks 16/03/2023

9. New Wave of Cyber attacks on Indian IT | 17/05/2023
infrastructure N

10 Cyber Hygiene ¥ gume & Ry e 05/06/2023

11. argaT gaT R ) 08/06/2023

12. Installation of hardened Linux ‘Maya’ OS in all | 08/06/2023

internet connected PCs
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